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Received: from MTA

by Matrix id TAA13650 for <help@web110.com>;
Thu, 19 Sep 2002 19:49:33 +0900
Received:

by sxu1005.smtp-gw.to (8.8.8/8.8.8) id
GAA11755;

Thu, 19 Sep 2002 06:48:43 -0400 (EDT)

Altaway Technologies, Inc.
415 East 37th Street, Suite 39A
New York, NY 10016 US
Phone(212) 208 4655

Fax (212) 208 4655
hostmaster@ALTAWAY.COM
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To Whom it May Concern:

From: The Tokyo Metropolitan Police Department, Japan

This is a message from the Tokyo Metropolitan Police Dept. Shibuya
Police Station, Community Safety Section, inquiring for your cooperation
with the investigation involving an intimidation case via email.

From Sat. 14 Sep. 2002 to Thu. 19 Sep. 2002, six threatening emails
were sent to the victim using the mail server under your company’s
management.

It has already confirmed that the email address at the “From” section is
forged and that the original holder of the forged email address did not
send those six email .

Therefore, to find out from which network the sender made an access to
the mail server, we like to make an inquiry to the mail server
administrator about the communication log during that time.

So we like to ask you to inform us of the mail server administrator’s
contact address in question (sxu1005.smtp-gw.to) = - - LA T & &




AltawayH i5 ) [B] &5

From: "Altaway Abuse Team" abuse@altaway.com

The mail server in question (sxu1005.smtp-gw.to) is one of our virtual
shared servers, currently being used by 200-220 web sites. The mail
server is shared thus making impossible to univocally identify the sender.
However we're performing a deeper investigation to understand whether
or not those messages have been sent from a remote mail program
connecting to our server via STMP (we're quite skeptical about this
possibility, because our SMTP servers are protected against spamming
and relaying, and only our direct customers can get access) or through
an open form-to-mail gateway hosted on one of our customers' websites.
In fact it's becoming a common way for spammers, hackers and
criminals to use old and buggy formmail.pl scripts (the most common
mailer gateway) to relay their messages anonymously.
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adproxy8.ezweb.ne.jp - - [14/Sep/2002:17:54:48 -0400] "POST
/mailer/emoji.cgi HTTP/1.0" 302 223 "-" "UP.Browser/3.04-KC14
UP.Li

nk/3.4.4"

adproxy8.ezweb.ne.jp - - [15/Sep/2002:00:02:09 -0400] "POST
/mailer/emoji.cgi HTTP/1.0" 302 223 "-" "UP.Browser/3.04-KC14
UP.Li

nk/3.4.4°

adproxy8.ezweb.ne.jp - - [17/Sep/2002:23:15:22 -0400] "POST
/mailer/emoji.cgi HTTP/1.0" 302 223 "-" "UP.Browser/3.04-KC14
UP.Li

nk/3.4.4"
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Technical Contact for nunu.nu
masato tezuka
tezuka@ma.sa.to

nununu attack

takada 3-7-7 riversidehouse206

toshimaku tokyo 1710033 JP
Voice: 03-3986-2743 o
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http://www.dvd-yakata.com/index2.asp

Domain Name: DVD-YAKATA.COM

wommmens! o DT Administrative Contact:

S e Private, Registration DVD-
YAKATA.COM@domainsbyproxy.com
s | Domains by Proxy, Inc.
aionnswn o | NI DomainsByProxy.com
; 15111 N. Hayden Rd., Ste 160, PMB 353
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United States

(480) 624-2599 | P+ DIAEL
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> == inethum: 221.207.64.0 - 221.207.255.255
/\\\J I .
ﬁ netname: CNCGROUP-HL
descr: CNCGROUP Heilongjiang Province Network
descr: China Network Communications Group

Corporation

Return-Path: <eri_0502@earth.livedoor.com>
Received: from allabout.co.jp (unknown [221.207.130.149])

by mx01-blue.in.shared-server.net (Postfix) with ESMTP id
9A6402302CF for <SUPPORT@WEB110.COM>; Tue, 21 Mar 2006
01:23:45 +0900 (JST)
Received: from dldltujne3 (unknown [32.17.151.137])

by smtp43 (Coremail) with o gname: AT&T Global Network Services
for <support@web110.com \jess: 3135 Easton Turnpike Fairfield CT

+0800 (CST)
X-0Originating-IP: [32.17.151.137]

Subject: =?is0-2022-
jp?B?GyRCTEBGfCRPMj87fiRLMNEKKCReJDkkKyEpGyhC?=

From: =7?shift-jis?B?1ri2gKTKpLc=7?= <eri_0502@earth.livedoor.com>
X-Mailer: Microsoft Outlook Express 6.00.2800.1478
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